
IJARCCE ISSN (Online) 2278-1021 
ISSN (Print) 2319 5940 

 

International Journal of Advanced Research in Computer and Communication Engineering 
ISO 3297:2007 Certified 
Vol. 6, Issue 3, March 2017 

 

Copyright to IJARCCE                                                           DOI 10.17148/IJARCCE.2017.6309                                                      36 

A Novel approach for privacy policy on online 

social network 
Prof. P.S. Hanwate

1
, Pradnya Kapile

2
, Kajal Katariya

3
, Sunny Yadav

4
 , Ranjeet Patil

5
 

Professor, Computer Dept., NBNSSOE, Pune, India
 1
 

Student, Computer Dept., NBNSSOE, Pune, India
 2-5

 
 

Abstract: Photo sharing is an attractive feature which popularizes on line Social Networks (OSNS). Sadly, it could 

leak users’ privateness if they're allowed to publish, remark, and tag a photograph freely. we strive to address this issue 

and have a look at the state of affairs while a person shares a photograph containing individuals other than him/her 

(termed co-image for brief).To save you viable privateness leakage of a photograph, we layout a mechanism to allow 

each individual in a image be aware of the posting interest and participate within the choice making at the photo 

posting. For this motive, we need an efficient facial recognition (FR) machine which can apprehend all of us within the 

picture. But, extra stressful privateness putting may additionally restriction the variety of the images publicly available 

to teach the FR gadget. To address this predicament, our mechanism attempts to utilize users’ private pics to design a 

personalized FR gadget in particular trained to distinguish viable image co-proprietors without leaking their 

privateness.We additionally broaden allotted consensus based technique to reduce the computational complexity and 

guard the personal schooling set. We show that our device is superior to other viable methods in phrases of reputation 

ratio and performance. Our mechanism is implemented as  evidence of concept Android software on Face book’s 

platform. The energy-regulation distribution is caused by the preferential attach technique, in which the possibility of a 

person A connecting to a user B is proportional to the range of B’s current connections. Key words: Social network, 

photo privacy, secure multi-party computation, support vector machine, collaborative learning 

Index Terms: Social network, photo privacy, secure multi-party computation, support vector machine, collaborative 

learning 

I. INTRODUCTION 

In recent times we can be giving a few protection 

password which may be hacked and may be used by the 

others and additionally we will share any picture as we 

love on OSNs, no matter whether this photo includes 

different people (is a co-picture) or no longer. currently 

there is no limit with sharing of co-photos, at the contrary, 

social community carrier companies like Face book are 

encouraging users to submit co-pics and tag their pals that 

allows you to get more human beings worried. 

Image sharing is an attractive characteristic which 

popularizes on-line Social Networks (OSNs). Lamentably, 

it may leak customers’ privacy if they're allowed to put up, 

comment, and tag a image freely. On this paper, we strive 

to cope with this problem and observe the situation whilst 

a consumer stocks a photograph containing people apart 

from himself/herself (termed co-photograph for short). To 

save you possible privacy leakage of a photograph, we 

layout a mechanism to permit each man or woman in a 

picture be aware of the posting hobby and participate 

inside the selection making on the photo posting. For this 

reason, we need an efficient facial reputation (FR)  

 

machine that can understand each person inside the 

picture. However, extra annoying privacy placing may 

additionally limit the wide variety of the snap shots 

publicly available to educate the FR gadget. To deal with 

this dilemma, our mechanism attempts to make use of 

users’ personal pictures to layout a customized FR device 

in particular skilled to differentiate feasible photo co-

owners without leaking their privateness. We additionally 

develop allotted consensus based technique to lessen the 

computational complexity and defend the private 

schooling set. We show that our machine is advanced to 

other feasible tactics in terms of reputation ratio and 

performance. Our mechanism is carried out as a proof of 

idea Android software on Face e book’s platform. 

Social sites have turn out to be important a part of our 

everyday existence. on-line social networks (OSNS) 

which include face e-book, Google and sound of birds are 

inherently designed to make able people to part private 

and public statistics and make social connections with 

friends, co-people, people having like-role, own family, 

or even with strangers. To hold secure (out of danger) 

person information, way on top of things has grown to be 
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a prime issue factor of OSNS. But it will become eternal 

record as soon as some picture/image is posted/uploaded. 

Overdue consequences can be dangerous; people may use 

it for one of a kind sudden functions. A motion is wanted 

to over these many issues of social networks and makes 

the social networks very relaxed. 

 

II. RELATED WORK 

 

N. Mavridis, w. Kazmi, and p. Toulis. buddies with faces: 

how Social networks can beautify face popularity and vice 

versa. In Computational social community evaluation, 

computer communications and networks, pages 453–482. 

Springer London, 2010. study the records of photograph 

Sharing on social networks and suggest a three realms 

model: “a social realm, wherein identities are entities, and 

friendship a relation; 2d, a visible sensory realm, Of which 

faces are entities, and co-prevalence in pix A relation; and 

third, a physical realm, in which bodies Belong, with 

physical proximity being a relation.” They show that any  

nation-states are pretty correlated. Given facts in a single 

realm, we are able to give an amazing Estimation of the 

connection of the other realm. 

 

Z. Stone, t. Zickler, and t. Darrell. toward big-scale face 

recognition using social community context. court cases of 

the ieee, ninety eight(8):1408–1415., z. Stone, t. Zickler, 

and t. Darrell. Autotagging fb: Social network context 

improves photo annotation. In computer vision and sample 

recognition workshops, 2008. Cvprw’08. Ieee pc society 

conference on, pages 1–8. Ieee, 2008.advocate to use The 

contextual statistics inside the social realm and cophoto 

dating to do computerized fr. They define a Pairwise 

conditional random area (crf) version to locate The top-

quality joint labeling via maximizing the conditional 

Density. especially, they use the present classified pics as 

the education samples and combine the photo 

cooccurrence information and baseline fr rating to enhance 

The accuracy of face annotation. 

 

k. Choi, h. Byun, and ok.-a. Toh. A collaborative face 

popularity Framework on a social network platform. In 

automated face gesture  reputation, 2008. Fg ’08. eighth 

ieee global convention on, Pages 1–6, 2008. 

speak the distinction between the traditional fr system and 

the Fr gadget this is designed specifically for osns. They 

point out that a custom designed fr gadget for each person 

is predicted to be an awful lot greater accurate in his/her 

own picture Collections. 

 

J. Y. Choi, w. De neve, k. Plataniotis, and y.-m. Ro. 

Collaborative Face recognition for improved face 

annotation in personal photo Collections shared on online 

social networks. Multimedia, ieee Transactions on, 

13(1):14–28, 2011. 

Propose to use multiple personal fr engines to Work 

collaboratively to improve the recognition ratio. 

Specifically, they use the social context to select the 

suitable Fr engines that contain the identity of the queried 

Face image with high probability. 

 

D. Rosenblum. What each person can recognize: the 

privacy risks of social Networking web sites. protection 

privacy, ieee, five(3):40–forty nine, 2007. The privateness 

leakage caused by The terrible get entry to control of 

shared facts in web 2.0 is properly studied. 

 

C. Squicciarini, m. Shehab, and f. percent. Collective 

privacy management In social networks. In proceedings of 

the 18th international convention on global wide internet, 

www ’09, pages 521–530, big apple, big apple, u.s.a., 

2009. Acm. propose a recreation-theoretic scheme wherein 

the privateness rules are collaboratively enforced over the 

shared statistics. each person Is capable of outline his/her 

privacy coverage and publicity policy. handiest while a 

picture is processed with owner’s privateness coverage 

and co-owner’s publicity coverage could it be published. 

 

III. EXISTING SYSTEM 

Existing system uses the Conditional random field (CRF). 

This system combines face recognition scores with social 

context in a conditional random field (CRF) model 

[1] and applies this model to label faces in photos from the 

popular online social network Facebook, which is now the 

top photo-sharing site on the Web with billions of photos 

in total. Existing metadata from online social networks can 

dramatically improve automatic photo annotation. The 

systems have applied our technique to a portion of the 

worlds largest database of hand-labeled faces, the tagged 

faces in personal photographs posted on the popular social 

network Facebook. In existing system, the system used a 

three realms model that identities are entities, and 

friendship a relation, a visual sensory realm, of which 

faces are entities, and co-occurrence in images a relation, a 

physical realm, in which bodies belong, with physical 

proximity being a relation. And also proposed a pair wise 

conditional random field (CRF) model which finds the 

optimal joint labeling by maximizing the conditional 

density. 

 

IV. PROPOSED WORK 

A privacy-preserving FR system is used to identify 

individuals in a co-photo. The owners present in the 

shared photos can be automatically recognized and 
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identified with or without user-generated tags. The FR 

engine is derived from the private photos and social 

contexts. The privacy is protected by providing users 

facility to restrict others from seeing their photos. Each 

user is able to define his/her policy which are privacy 

policy and exposure policy. Computation cost is very low. 

FR system provides privacy by notifying the subject about 

the posting activity and thus leading the other subjects to 

take active part in it. To prevent possible privacyleakage 

of a photo, we design a mechanism to enable each 

individual present in a photo be aware of the posting 

activity and participate in the decision making on the 

photo posting. For this purpose, an efficient facial 

recognition (FR) system is needed which recognizes 

everyone in the photo. However, if more privacy settings 

are done then it may bind the number of photos necessary 

to train the FR system. So in order to solve this problem, 

private photos of users is utilized to train the FR 

system and thus prevent the leakage of the privacy of the 

individuals 
 

 
V. CONCLUSION 

Photo sharing is one of the most popular features in online 

social networks such as Facebook. Unfortunately, careless 

photo posting may reveal privacy of individuals in a 

posted photo. To curb the privacy leakage, we proposed to 

enable individuals potentially in a photo to give the 

permissions before posting a co-photo. We designed a 

privacy-preserving FR system to identify individuals in a 

co-photo. The proposed system is featured with low 

computation cost and confidentiality of the training set. 

Theoretical analysis and experiments were conducted to 

show effectiveness and efficiency of the proposed scheme. 
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